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Project Ideas:

URL Scanner - Finds viruses and other malicious software
URL Scanner - Detects phishing sites
URL Scanner - Website vulnerabilities (ethical hacker tool)

Application - Gives real time notification to the user when an attack is happening on
their network and give information on it. (Network monitor/threat detection)

Anti-Scammer software - Would read a potential scam text or email then tell the user if
itis a potential threat.

Data retrieval tools
Encryption Software - (Advanced)

Develop a machine learning model for threat detection

Favourite Ideas:

URL scanner software (Phishing scams/viruses)
-Scripts or online tools to take data from the website
-Save the data in files

-Use scripts to analyse that data for phishing scams or malicious software

Threat detection software (network attacks)
-Create application that identifies different types of attacks
-Implement into a network

-Test with basic attacks like a low-level denial of service attack. If it works a notification

should be sent to the user.

- Take any info about where the attack came from and relay to the user.

Final idea:

Threat detection software




How to make final idea more original:
-Potential machine learning
-Detailed info about the attack

- Defending the network in real time

-On the device it’s installed on, could potentially identify bots trying to be installed
through malicious software.

-Make an app that can be installed on mobile devices and computers.

- Give the software access to the networks router so it can view the logs of the websites
each users visited.

Updated idea:

Overall network threat scanner will mainly identify denial of service
attacks. Will notify the user if someone on the network is accessing an
unsafe site. And notifying them if there is potential malicious software
on that site. A big aspect is the real time notifications, because then
this tool could be very useful for a network administrator as they will be

notified quickly when strange activity is happening.
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